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Threat actors

e Anonymous attacker.
e Low privileged user.

Key threats

o Authentication bypass or MFA bypass.

e Account takeover, e.g., via insecure password reset process.

e Privilege escalation, e.g., via manipulating own permissions.

e Gaining access to the user management panel to create new high-
privileged users.
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2. Multitenant with self-
configured Identity Provider

MULTITENANT WITH SELF-CONFIGURED IDENTITY PROVIDER
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Threat actors

e Anonymous attacker.
e Low privileged user.
e Administrator of a malicious tenant.

Key threats

1. Single Sign-On

e Modification of another organization's SSO configuration (tenant
takeover).

e Deletion of another organization's SSO configuration (Denial-of-
Service).

e Accidental global enforcement of an SSO configuration (e.g., one
tenant’'s SSO configuration works for every organization in the
application).

e Vulnerabilities in the implementation of SAML or OIDC.

e Account pre-hijacking (e.g., creating an account using a victim's email
address before the victim signs up, potentially gaining backdoor
access if the victim uses Single Sign-On in the future). 3/7



https://msrc.microsoft.com/blog/2022/05/pre-hijacking-attacks/

e Insufficient offboarding.
e Hijacking a different tenant’s user.
e Provisioning a user to another tenant.

o Abuse of the context switcher to gain access to a different tenant.

» Modification of a user from a different tenant after inviting them to
your tenant (e.g., changing their password).

e Improper evaluation of authentication context (e.g., if the user
logged in using a specific tenant’s SSO, they should not be able to
switch tenants).

e Improper permission management for a wuser in multiple
organizations (e.g., if a user is high-privileged in one tenant and low-
privileged in another).

As an administrator of a malicious tenant:
e Creating a user account in a different tenant.
e Creating a user with the same username or email as in a different
tenant leading to account takeover.

As a low privileged user:
e Privilege escalation, e.g., via manipulating own permissions.
e Gaining access to the user management panel to create new high-
privileged users.

o Authentication bypass or MFA bypass.
» Account takeover, e.g., via insecure password reset process.
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3. Multitenant with shared
Identity Provider

MULTITENANT WITH SHARED IDENTITY PROVIDER AND SINGLE SIGN-ON
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Threat actors

e Anonymous attacker.
e Low privileged user.
e Administrator of a malicious tenant.

Key threats

1. Shared ldentity Provider

e Accidental global enforcement of SSO configuration (e.g., one
tenant’'s SSO configuration works for every organization in the
application).

» Modification of user groups or permissions, which could grant them
access to a different tenant.

e Unauthorized access to IdP administration panel (e.g., via improper
configuration, usage of default credentials, or credential breach).

e Lateral movement between different Relying Parties (if you use the
|dP not only for multiple tenants, but also for multiple applications). 5/7



o Abuse of the context switcher to gain access to a different tenant.

e Modification of a user from a different tenant after inviting them to
your tenant (e.g., changing their password).

e Improper evaluation of authentication context (e.g., if the user
logged in using a specific tenant’s SSO, they should not be able to
switch tenants).

e Improper permission management for a wuser in multiple
organizations (e.g., if a user is high-privileged in one tenant and low-
privileged in another).

As an administrator of a malicious tenant:
e Creating a user account in a different tenant.

As a low privileged user:
» Privilege escalation, e.g., via manipulating own permissions.
e Gaining access to the user management panel to create new high-
privileged users.
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. The goal of application security testing is to detect
05(:* curni ﬂg application vulnerabilities to potential attacks, or in
other words - to find defects that could be exploit...
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